>Data Protection Declaration
TISS - ORCID<

- ]»)

Data Protection Declaration

TISS - ORCID

Protecting and securing data are important matters at TU Wien. Personal data are processed in strict
compliance with the principles and requirements laid down in GPDR' and DSG2. TU Wien only
processes those data required for the purposes intended and at all times endeavours to ensure the
security and accuracy of the data.

Controller:
Rectorate of TU Wien
Karlsplatz 13

1040 Vienna

Data protection officer:
Mag. Christina Thirsfeld
TU Wien

Karlsplatz 13/018

1040 Vienna
datenschutz@tuwien.ac.at

Contact person:

Dipl.-Ing. Wolfgang Spreicer
wolfgang.spreicer@tuwien.ac.at
(for IT questions)

TU Wien Bibliothek
pid-services@tuwien.ac.at

(for questions on ORCID)

The following data are processed:

e ORCIDID

e email address
e name

o affiliation

ORCID ID is directly activated by you in TISS.

The purpose of this data processing is the standardisation of ORCID records of members of TU
Wien and automation of the updating process of the ORCID records.

1 General Data Protection Regulation

2 Austrian Data Protection Act
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The legal basis of processing this data is the consent given for processing (Article 6, par 1(a) GDPR).

Categories of recipients of personal data:
Your personal data are forwarded on the basis of statutory regulations or contractual agreement to the
following recipients:

e ORCID Inc.

The duration of data storage is:

ORCID ID is stored by TISS as long as the purpose and the statutory retention periods so require.
ORCID stores the data as long as the account is active or as long as required for performing services,
including reactivation (ORCID Privacy Policy, section 9.2. https://orcid.org/privacy-
policy#Transparency). After deactivation of an account, ORCID only stores a cryptographically hashed
version of the email (ORCID Privacy Policy, section 7.0) and the ORCID ID. The rest of the
information contained in this ID (e.g. name) is deleted from the registry. For retention of the data, the
services of Rackspace with backup in Ireland are used.

As the data subject affected by the processing of these data, you have the following rights vis-a-
vis TU Wien:

e the right to information;

e the right to rectification;

e the right to erasure;

e the right to restriction of processing of your data;

e the right to data portability;

e the right to revoke

Revocation of consent:
Revocation of consent for data transfer is possible at any time. Consent is directly removed on the

»,ORCID account settings® on the ORCID platform (https://orcid.org/), that is, TISS was removed as a
trustworthy organisation.

To reactivate consent to the data transfer, authorisation must once again be provided according to the
same procedure that was originally used to ensure access to the ORCID record.

As the data subject, you also have the right to complain to the Data Protection Authority
concerning any alleged inadmissible data processing or our failure to fulfil our obligations arising
from GDPR.
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